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Fraudulent Unemployment Claims on the 

Rise in Illinois. 
 

The Illinois Department of Employment Security (“IDES”) is 

inundated with reports of employed individuals receiving 

letters from the state approving them for unemployment 

benefits they never applied for. More than half a dozen 

CCM clients have contacted us about this situation. 

Businesses that haven’t laid off any employees are 

receiving letters claiming their employees were laid off and 

applied for unemployment benefits. 

 

The COVID-19 pandemic has given rise to over 212,000 

fraudulent claims for unemployment benefits since March. 

Of the 212,000 fraudulent claims, 169,506 were filed with a 

program created through the federal coronavirus relief 

package that offers benefits to non-traditional employees 

(self-employed and gig workers). The other 42,496 

fraudulent claims were filed as regular state benefits.  

 

According to Illinois officials, the federal program was 

vulnerable because typical safeguards that IDES uses to 

identify fraudulent claims, like sending letters to employers, 

aren’t possible with self-employed workers. IDES denies that 

the exponential rise in fraudulent claims has anything to do 

with their own security measures, and instead says it is likely 

the result of past security breaches, like the 2017 Equifax 

hack which affected 5.4 million Illinois residents. 

 

The FBI believes these claims are being submitted by cyber 

criminals who impersonate their victims using stolen 

identities.  

https://www2.illinois.gov/ides/Pages/FAQ_COVID-19.aspx
https://www2.illinois.gov/ides/SitePages/NewsArticleDisplay.aspx?NewsID=514
https://chicago.suntimes.com/columnists/2020/11/29/21725010/unemployment-fraud-illinois-benefits
https://www2.illinois.gov/ides/SitePages/NewsArticleDisplay.aspx?NewsID=514
https://www2.illinois.gov/ides/SitePages/NewsArticleDisplay.aspx?NewsID=514
https://www.fbi.gov/news/pressrel/press-releases/fbi-sees-spike-in-fraudulent-unemployment-insurance-claims-filed-using-stolen-identities
https://www.fbi.gov/news/pressrel/press-releases/fbi-sees-spike-in-fraudulent-unemployment-insurance-claims-filed-using-stolen-identities
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Once the benefits are approved, criminals exploit security 

flaws in the IDES system to seize recipient accounts and 

request the money be sent to their own accounts. 

 

Takeaways 

 

If your business receives unemployment claims for 

employees who are still employed, protest the claims using 

the normal IDES procedures.  Also, be sure to notify the 

employee whose name was used so that employee can 

ensure that their identity is safe.   

 

Both the federal government through the Federal Trade 

Commission and the Illinois Attorney General have helpful 

information for anyone who suspects that their identity has 

been stolen.  

 

While victims of identity theft are not liable for 

unemployment benefits paid in their name, it is crucial they 

report the theft as soon as they are made aware of the 

fraud. Failure to do so could result in possible tax 

repercussions.  As always, we are available to assist if these 

measures do not fix the problem. 

   
Ross I. Molho  

Iman Eikram  

Clingen Callow & McLean, LLC 

2300 Cabot Drive, Suite 500 

Lisle, Illinois 60532 

www.ccmlawyer.com  

[630-871-2600] 

https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.illinoisattorneygeneral.gov/consumers/idtheft.html
https://www2.illinois.gov/ides/Pages/Reporting_Unemployment_Insurance_Fraud.aspx
https://www.irs.gov/taxtopics/tc418
https://www.irs.gov/taxtopics/tc418
http://www.ccmlawyer.com/
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The author, publisher, and distributor of this CCM Alert is not rendering legal 

or other professional advice or opinions on specific facts or matters. Under 

applicable rules of professional conduct, this communication may 

constitute Attorney Advertising. 
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